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This article lists the new features and enhancements in Versa Software Release 20.2, for Releases
20.2.0 (simply called 20.2) through 20.2.2.

Upgrade overview and timeline

Versa Directors will be upgraded to the 20.2 software version in 4Q 2020. After the Directors are
upgraded, the new look and features described below will be available. Depending on which Director a
customer is assigned to and the 4Q 2020 timeline, individual CPE upgrades will be planned with
customers starting in 4Q 2020 and carrying into 1Q 2021. *It is important to note that the software is
backwards compatible to the 16.1R2 version running on customer CPE currently, but all new features
may not be fully available until the individual CPE is upgraded to version 20.2.

Support will work to schedule customer upgrades during this timeline.

Versa Analytics

This section describes the main features and enhancements in Versa Analytics Release 20.2.

Alarm summary reports

In addition to individual alarms provided through the search engine, the summary tab provides an
aggregated view of current and historical alarms for advanced statistics, including trends, and
correlation of various alarms events and sources. These statistics are provided by Analytics engine and
can be stored for historical reporting.
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The time-series view provides a quick insight into the most important alarms at different time interval,
allowing you to quickly identify issues and affected components in the network. You can drill down on
any interval for detailed information.
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Analytics view in Appliance context

When Versa Director is in a specific appliance context, you can see analytics reports for the appliance
without having to change to Director view.
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Application description display

Many application-based reports reference well-known and not well-known applications that are being
accessed by customer traffic. You can display the details of an application when you hover on the
application string:

] (o] 2
” 1M agplications usage of SOWAN-Branch
o Search: | Click to set a filter Show |50 | entries
Site Application Sesslons Wolume-RX (Bytes) Volume-TX (Bytes) Avg Duration (ms) Volume (Bytes) Bandwidth RX (bps) Bandwidth)|
SUVARN- = % B ATk G ErE— SRR S =47 1
¥ [0} Branchl rknown.tcp 1418K SE7.07K a50.75K 3h 35m Os 1.38 M 36 542
Applications T
Web @ Brar'rl-‘\'. http 598K 426 M 251 M 3h 35m 0s 676 M ITK 16K
dentity
Firgwall T
plii a ;D::‘:;‘ alibaba 443K 26666M 1148 M 3h 35m 0s 27814 170.11 K 732K
Systemn o
» [AN-
Hlereces o] SOWAN: o, szure. 449K 38589 M 1485 M 3h 35m Os a074M 2B.16K S4ABK
GUEST YNF Branch
SMNG
il SDWAN- » . i o y .
Logs = 5 " : : 05 M 5mo 492 L3 :
oF o @ gonchy  INstegram 449K T5ET M 6.05 M 3h 35m 0s 8192 M 4B39K 385K
Alarms
DHCP SDWAN- 3 .
o ~ @ , hups 299K 51243 M 16.9 M 3h 35m 0s 529.33M 326.78 K 10.78 K
Authentication Branch
Firewall
2 (AN-
CGNAT @ SOWAN- e 299K 20055 M 2373M 3h 35m 0s 82438 M 511.02K 1515K
Threat Detection Branch
Threat Fi |[Ef:"3 qDW.“N ! : 5 = 3 s
Traffic Monitoring a, Branchi °PPle 299K 9781 M 5.09M 3h 35m 0s 1029 M B23BK 324K
nitaring )
SOWAN SOWAN- . o 268K 3777 263M 3h 35m Os 40.4M 24.03K 167K
SDWAN SLA Viclation R Branch  Fackoverflow : ks st SR i e '
SSEL Decrypeio:
P SOwaN. | Stack Dverficwis a website offering questions and
th s Q Branchi answers on & wide range of Lopics concerming 365M 3h 35m 0s 24009 M 1476 K S5ZK
Guest VNF events COMpULET programming
DNS Proxy ) 1 ¥ ¥

page 6

Services not available everywhere. Business customers only. Lumen may change, cancel or substitute products and services,
or vary them by service area at its sole discretion without notice. ©2021 Lumen Technologies. All Rights Reserved.



LUMeN

Map enhancements

You can view network, traffic, connectivity, alarms, and threats on the map. These options are available
only for Google Maps.

Traffic View shows site-to-site traffic for the specified interval:
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Alarm view shows sites with alarms. Drill down on the site to show the top alarms for that site:
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Threat View shows sites with security threat events. Drill down on the site to show the top threats for
that site:
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Min/max/average/95 percentile usage reports

In the reporting framework, for all usage-based metrics, you can display minimum, maximum, average,
median, and 95th percentile values by selecting the metrics that have the "—stats" option. For example,
to obtain the site usage bandwidth detailed statistics, select bandwidth-stats metrics option:
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Regular expression (Regex) filters for logs

You can use regex filters on logs. For example, to filter all traffic with IP prefix 172.0.0.0/8 and
applications with *bab*, you can use the following query:
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Voicelvideo/data/SaaS app report

In the Application tab on the site dashboard, a report provides the per-voice/video/SaaS app category.

N’ VERSA
Monator
Dashiboards -
SD-WAN L
Sites
Sites Mag
Bt Usage Fraallabeicy Aocess Circuits Users Applications Fules SLA Metrics. SLA Vickstions VRF et AP MAOS
Security w
Top applicatiorss of SOWAN. Branch? by bandwidth (v ‘Busiress Tags of SOWAN. Branch by bandwidth
Top10 | b = T 10 i b = o0 | i =
~
Others HiA
Business
youtube pa— Video
nintendo &gj
skoverflaw
http
officedss T
| — n-Business
github % ﬁ‘ Saad App Data Unknow:
G 44
linkedin netflix

—
SO-RAN -
— - oy
lii il b =
o e e T B e ]
JW
L_FLit] teege B oMoeses g
SOAN-BraNCAT SA25 AN SOPUCIGN Uage
Savuisny Veshuma- B [Byten] Valun '] Paratwictsh BX [bpa) Ramdwades THREL Tots Bardwideh EpL
ik %
W 3 I e

page 10

Services not available everywhere. Business customers only. Lumen may change, cancel or substitute products and services,
or vary them by service area at its sole discretion without notice. ©2021 Lumen Technologies. All Rights Reserved.



LUMeN

Versa Monitor

Improved SDWAN traffic monitoring including latency, jitter, packet loss, MOS:

CPE Interfaces
| Status | Lve pacd Bandwidth (Mbps)
Interface % Metwork Name Service Provider N .
|Dperat|onal ‘Aumm | ] |Cunﬁgured |Measured
Vvni-0/0.0 © B TWC-10796-MIDWEST o 1 0O Reso  Teio |t 4.
vnion0 & upLs WINDSTREAM + T 0O |Re20 T2 (T 4.
vni-0/3.0 © GUEST - T 1T O Not avallable for LAN interfaces.
wni-0/4.0 @ LN - T 1+ O Not avallable for LAN interfaces.
SD-WAN Application Traffic ® Hide Chart
Remote Branch* | SATLAB-HUB-UC1 Application Rule | —Please Select— Latency [ Jitter Packet Loss [ mos
Bandwidth Latency Jitter Packet Loss
BB =—> DIA BB =—> DIA BB =—> DIA BB =—> DIA
10k 100 PR 4 1
w w ikl w .
Ok 0 0
1 HERx 0 Latency 0 Fwd Il Rev Fdu
MPLS =—> MPLS MFPLS =—> MPLS MPLS =—> MPLS MPLS =—> MPLS
10k 100 1 1
- ” e || )
Ok 0
T M rx I Latency P Fwd [ Rev M Fwd I Rev Pdu
© 2020 versa Networks | All Rights Reserved

Enhanced drill down on SDWAN sessions:

Session Filter x

Session Search Criteria

Session Type Source IP/Prefix Source Port Destination |P/Prefix Destination Port Protocol

SDWAN al

Search

Compare selected records
Application Source IP | i SourcePort  Destination Port Fonward Byte Count Reverse Byte Count
Unknown 192.168.0.8 .8.8. 1035 1035 3.2846 MB 3.2843 MB
Unknown i) 192.168.0.8 .8.8. 1036 1036 3.2846 MEB 3.2843 MB
Unknown 10264101 1025 40000 0 L3956 M

Session ID- 1218590 PR

Application : QOutiook Destination IP : 52.96.88.34

Destination Port: 442 Dropped Forward Byte Count : 0
Dropped Forward Pkt Count : Dropped Reverse Byte Count : 0
Dropped Reverse Pkt Count : External Service Chaining :

Forward Byte Count: 550.7080 KB Forward Egress Branch :

Forward Egress Ckt: BB Forward Egress Interface : Vni-0/0.0
Forward Egress Vrf: BB-Transport-VR Forward Fc: Fel4d
Forward Ingress Ckt : Vni-0/3.0 Forward Ingress Interface : Vni-0/3.0
Forward Offload : False Forward Pkt Count : 1210

Forward Plp : High Idle For: 00-00:10
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Session ID: 2242

Session Live Status
Application: rtp

Source IP: 10.0.2.11
Destination IP:  216.206.66.7
Protocol: 17

Source Port: 2302
Destination Port: 51888
Forward Traffic: 1.1968 MB
Reverse Traffic:  1.1960 MB

Forward Drops: 0 Bytes

Reverse Drops: 0 Bytes
Forward: 0 kbs
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